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TEST REPORT

THIET Bl CAMERA GIAM SAT SU’ DUNG GIAO THUC INTERNET

CAC YEU CAU AN TOAN THONG TIN CO' BAN
Surveillance Camera using Internet Protocol - baseline cybersecurity requirements
QCVN 135:2024/BTTTT

Ngay cép / Issue date . 2026-03-27
Tén khach hang / Customer : CONG TY CO PHAN THIET Bl CONG NGHIEP GEIC, GTEL
Bia chi / Address . 86 52 Phé Lé Bai Hanh, Phuwéng Hai Ba Trng, Thanh phé

Ha Ngi, Viét Nam

Tén mau thir / Sample name . Thiét bj do té:c do tw dong co ghi hinh sir dung céng
nghé cam bién radar G-BUR2191DP

i)

=3

Ky hiéu mau / Sample No. . PSI-[IPCAM-26031103

Nhan thuwong mai / Trade mark

Tén model / Model name . G-BUR2191DP

Théng sé k¥ thuat / Specification . 24VDC/24VAC/IPoE

Hang san xuét / Manufacturer . CONG TY CO PHAN THIET B] CONG NGHIEP GEIC, GTEL

Nha may san xuét / Factory . Céng ty ¢ phén thiét bj do dién EMIC

Dia chi / Address of factory . KCN Pai Bdng — Hoan Son, xa Dai Bdng, tinh Bac Ninh, Viét
Nam

Ngdy nhan mau / Date of receiving  : 2026-03-11

Th&i gian thl nghiém / Testing time ;. 2026-03-13 ~ 2026-03-26
Quy chudn 4p dung / Test method ~ : QCVN 135:2024/BTTTT

Két luan / Conclusion . Dat!Pass

Phong thlr nghiém Dién-Dién tir PSI
PSI Electrical-Electronic Testing Lab

((

Trwong Thanh Dat TS. s c/l/é‘w(; Wb

Luw ¢/ Note:  1.két qua th ‘nghigm nay chi cd gid tri 00} voi miu thil & thing tin do khach hang cung cdp.  1.The test results of this report are only limited to the samples & infermation provided by client.
2.Thing tin mdu va thing tin khach hang dugc ghi theo yéu cdu cla khich hang, 2.The information of the sample and of the customer are written as provided by the client.
3.Khang duge trich sao mil phan kel qua ndy néu khang duge sy dong f béng vin ban cda PSI. 3 The test results of this report shall nat be partially reproduced unless with written approval by BSI
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THONG SO KY THUAT CUA MAU THW / DUT SPECIFICATIONS

Tén model / Model name G-BUR2181DP

Phién ban phan mém / Firmware version FCA-V1.1.1

Mau 1: 012500000023
Mau 2: 012500000024
M&u 1: 4C:AD:DF:00:00:55
Mau 2: 4C:AD:DF:00:00:84

Sé seri / Serial number

Diz chi MAC / MAC Address

ng dung cho hé diéu hanh Android / App (Android) N/A

ng dung cho hé diéu hanh i0S / App (i0S) N/A

Ban sao cda nhan hiéu / Copy of marking plate (representative)

Anh minh hoa dwéi day chi 1a ban phac hoa. Viéc s dung dau chizng nhan trén san pham phai dwoc sw
cho phép béi céc tb chirc chirng nhan / The artwork below may be only a draft. The use of certification
marks on a product must be authorized by the respective NCBs that own these marks

Ky hiéu két qua thir nghiém / Possible test case verdicts:

- M&u th&r nghiém d4p (¥ng yéu cau

Test object does meet the requirement ..............cc.cc....cccocooneuenenn.. . P (Pass)
- M&u tht» nghiém khéng dap (ng yéu cau
Test object does not meet the requirement..................c.cccccooevuenn . F (Fail)
- Chi tiéu th&r nghiém khéng ap dung déi v&i mau thir nghiém
Test case does not apply to the test object ..........cccoeevcveccrvceee. . NIA (Not Applicable)

'e 093 duting Nguyén Van Giap, Phutng Tir Ligm, Thanh pha Ha Nai, Vigt Nam A . s
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QCVN 135:2024/BTTTT
o NGi dung thi nghié Két qua va nhanxét | Kétluan
khodin i dung thlr nghiém g nhan =
21 Khéi tao mat khau duy nhat ~ P
Mat kh&u cda thiét bj camera dwoc sir dung trong bat ky )
2141 trang thai n&o (trir trang thai mac dinh xuat xuwéng) phai la Bap (ng yéu cau. P
duy nhat cho méi thiét bi hodc do ngudi st dung thiét 1ap.
Diéu khodn yéu cau
danh gia sw tuan thad
ddi véi cac co ché
Mat khau cila thiét bi camera dugc thiét [&p sin bdi nha san |khdi tao khi cé6 mat
212 | xuét, phai dugc tao ra b&i co ché cé kha nang phong, chéng |khdu duoc cai dat N/A
céc cudc tan cong tw déng. sdn. Tuy nhign, mau
thir khéng dugce trang
bi co ché khéi tao mat
khdu cai a4t s3n.
Co ché xac thipe duge str dung bai thiét bi camera dé xac
thuwe ngurdi s dung phai sir dung cac mat ma an toan, phi . 3
Rk hop v&i muc dich s dung, dac tinh cong nghé va nguy co, Dep e yes ol 3
rdi ro.
Thiét bj camera c6 co ché cho phép ngudi stv dung hodc ; @ %
ke quan tri vién thay ddi gia tri xac thire mét cach don gian. Poip imgyou can. 3
Co ché xac thuc duoc sir dung béi thiét bi camera co kha
215 nang ngan chan tan céng vét can (brute-force) qua cac giao Dap (rng yéu cau. P
dién mang.
2.2 Quan ly 16 hong bao mat - P
Nha san xuét phai cong bé chinh sach céng bé 16 héng bao
mat. Chinh s&ch nay phai bao gém téi thiéu cac théng tin
sau:
4y a) Théng tin lién hé dé tiép nhan théng tin v& 16 héng; ik il 5
=1 | b) Théng tin v& theri gian @éi véi céc viec: HPURG YR et
- X&c nhan ban dau vé viéc nhan duwoc bao céo;
- Cap nhat trang thai x& ly 16 héng bao mat cho dén khi xr Iy
Guoc cac 16 hdng bao mat theo béo céo.
2.3 'Quan Iy cap nhat - P
Thiét bi camera cé co' ché cap nhat cho phép cac phan mém =G 5
231 dirgc cap nhat va cai Gt mot cach an toan, R gy e P
Thiét bi camera phai co co ché cho phép ngudi sl dung cap i 3
Sl nhat phan mém mot cach don gidn. Pap tngylu ey, &
Thiét bi camera phai s dung cac mat ma an toan dé thuc R —
233 | hien dam bio an todn cap nhat. SR g yeH a0 &
234 tBhaﬁ:i] cap nhat an toan phai dwoc nha san xuat cung cap kip Pép tng yéu cau, p
Thiét bi camera co co ché kiém tra tinh xac thwe va tinh toan ]
235 |ven cla tlrng ban cap nhat st dung két ndi tin cay théng qua| Béap trng yéu ciu. P
giao dién mang.
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QCVN 135:2024/BTTTT
E)IéLI i % e P o £ =
bhadn Né&i dung thir nghiém Ketqua va nhan xét | Kétluan
Nh& san xuét phai cong b théi han hd tro bdo hanh déi véi ; o
228 tirng chiing loai thiét bi camera cho ngudi st dung. ERpamgyRi . i
Thiét bj camera cho phép ngudi s dung tra ctru théng tin i
237 ve mé, ching loai san pham thiét bi thong qua nhan dan trén | Bap ing yéu cau. P
thiet bi hoac qua gizo dién vat ly.
24 Lwu tri# cac tham s6 an toan nhay cam - P
Céc tham sb an toan nhay cam phai duoce Iteu trir an toan o a
247 | iren b nhé clia thidt b camera. Bap g yeu cu .
Diéu khodn yéu céu
dénh gia su tuan thd
Khi mét dinh danh duy nhat dwgc ma héa cieng trén camera |0 v&i cac dinh danh
242 dung trong muc dich an toan, né phéi duoc bdo vé c_Té chg‘:ng m& hdéa cirng. Tuy N/A
lai sw thay déi bdi cac yeéu to vat ly, dién tlr hodc phan mém. | nhién, mau thi khéng
duvoc trang bi dinh
danh mé& héa cling.
Céac tham sb an toan quan trong ma héa clbng trong ma ot —
Ackd ngudn clia camera khéng duec str dung. RecHNG yeu e, 3
Cac tham sb an toan quan trong dwoc st dung dé kiérq tra
tinh toan ven va tinh xac thye cla cac ban cap nhat phan
mém va §é bao vé két ndi giao tiép vai cac dich vy lién két, i
244 | phai 1a duy nhét cho méi thiét bi va phai duoc tao ra voimt | D2P UnG Yéu cau. ®
co ché co kha nang phéng, chéng céc cube tén cong tu
déng.
25 Quan Iy kénh giao tiép an toan = P
Thict bi camera si» phdi st dung cac mat mé& an toan dé . o
251 |{hiét Iap kanh giao tidp an toan. Bifp g yey cau. i
Thiét bi camera c6 chirc ndng xac thire cac ddi twgng thire
hién thay doi lien quan dén an toan trwde khi ap dung céc N ;
282 | thay d8i 86. Y&u chu nay khéng ap dung déi véi cc giao Bap tmg yeu csu. P
thire nhwe: ARP; DHCP; DNS; ICMP; NTP.
Diéu khodn yéu cau
danh gia sw tuan thd
ddi vai cac giso dién
. . . . |mang cho phép t
Thiét bi camera phai dam bdo tinh b&o mat cla cac thamsé | . g‘ i _ruy
RaP an toan quan trong khi truyén qua maéi trredng man CAp Wria. Iy ohich, WA
@ E bl g mang. mau thir khéng duoc
frang bi giao dién
mang cho phép truy
cap tir xa.
Nha sén xuat phai tuan thi cac quy trinh quan ly cac tham ; —
488 s6 an toan quan trong lién quan dén thiét bi camera. HiE g el 2 P
o6 Phéng chéng tin cong théng qua cac giao dién cia thiét P
2. bi . : : o
T4t c3 giao dién mang va logic clia thiét bi camera ma khang oy 5
=81 duec st dung phai dugce vo hiéu hoa. Bp tagyau cau. F
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QCVN 135:2024/BTTTT

pigu
khoan

N&i dung thir nghiém

Két qua va nhan xét

Két luan

262

Khi @ trang thai hoat déng ban @4u, giao dién mang clia thiét
b| camera phai gidm thiéu viéc tidt Ié cac thang tin lién quan
@én an toan khi qua trinh xac thirc chwa cho két qua thanh
cong.

Déap ¢ng yéu cau.

283

Truwdng hop Camera c6 giao dién g& I6i co thé truy cap
duoc & mire vat Iy, phai cé chire nang vo hiéu héa giao dién
g& 16i bang phan méem.

B2p (rng yéu cau.

2.7

Bao vé di¥ liéu ngwei sie dung

271

D@ lieu ca nhan nhay cdm duoc trao doi gitra thiét bj
camera va cac dich vu lién két phai dwoc bao vé bing cach
rng dung céc méat ma phu hop véi muc dich sl dung va dac
tinh céng nghé

Déap ’ng yéu cau.

2.7.2

T4t ¢4 c4c chirc ndng cam bién bén ngozi cla thiét bi
camera phai dwgc mo té day dd va rd rang cho ngudi sir
dung.

DPap trng yéu cdu.

2.8

Kha nang tw khéi phuc lai hoat déng binh thiréng sau
swco

2.81

Thiét bi camera phai ¢ co' ché khéi phuc khi bi mét k&t néi
mang hoac bi mat dién.

Dap (rng yéu cau.

282

Thiét bi camera phai hoat déng duoce binh thuedong ddi voi
cac chirc nang néi bd khi bi mat két ndi mang va khéi phuc
duoc hoan toan trang thai hoat dong sau khi co dién tré |ai.

Dap (rng yéu cau.

2.8.3

Thiét bi camera khoi phuc lai két néi mang theo mét cach
trinh tw va én dinh.

Dap (¢ng yéu cau.

29

Xoa diF liéu trén thiét bj camera

2.9.1

Thiét bi camera ¢é chirc ning cho phép xda d liéu nguei
s dung trén thiét bi camera.

Dap (ng yéu cau.

210

Xac thwe dir fiéu du vao

o

2101

Phan mém clia thiét bi camera phai xac thyc dir liéu dau vao
tlr cac giao dién nguoi st dung hodc dugc truyen qua cac
glao dién I&p trinh ng dung (API) hodc gitka cac dich vu va
thiét bi.

Dép (rng yéu cau.

241

Bao vé dir liéu trén thiét bi camera

2111

Nha san xuét phai cung cép day dd théng tin vé muc dich,
cach thie thu thap, x& Iy va lwu trir di¥ liéu ca nhan duoc
thu thap va xi¥ Iy béi thiet bi camera, dich vu lién két hodc
bén thir ba (néu cé).

Pap (rng yéu ciu.

2112

Thiét bi camera phai cé chirc nang xac nhan sy dong y cla
nguoi st dung ddi voi viéc cho phép thiét bj camera thu
thap va x@ ly dir liéu c2 nhan.

Dép (rng yéu cu.

211.3

Thiét bi camera phai c6 chivc n&ng cho phép ngudi stk dung
thu héi sy déng y déi véi viéc cho phép thiét bi camera thu
thap va x Iy di¥ liéu ca& nhan.

Péap rng yéu céu,
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Diéu

khedn N6i dung thz nghiém Kétqua vanhanxét | Kétluan

Di¥ ligu do dac tir xa duwgc thu thap tir thiét bj camera phai )
2114 |duoc mé ta day a0 vé muc dich, ddi trong thu thap va noi Pap (rng yéu cu. P
Iy trie.

2115 |Thiétbi camera cé chire néing cho phép thiét Iap cAu hinh dé

lu tri d lieu tai Viet Nam. Biapong yeu caul. i
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Hinh anh san pham/ Photos of sample, model G-BUR2181DP

<Mat trede>

<Mat sau>

<M3at trén> <Mzt duai>
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